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Let’s start with a scenario

@ 8:00 AM morning commute

AN

A% f—lwy 101

. «ﬁ))) No cellular conn®ction







Mobile Internet

Global mobile data

~ 75 exadbyrésasanonth (2022)

Mobile traffic (last 5 years)
1 222%

*STA19



Cellular Networks

O ~4 Billion LTE users by end of 2020
O Escalating user base
O Challenges in sustaining consistent, high-quality service
O Adequate coverage # useable service
O Sudden surge in traffic demand
O Large gatherings

O Post-disaster scenarios



» 12 major tropical storms have hit the US in the past 4 years

N a t u ra ‘ > Destruction on a massive scale

» Hurricane Maria (Puerto Rico)

D i S a Ste rS » Knocked out 95% network infrastructure

> Hurricane Dorian

» ‘Unprecedented’ devastation in Northern Bahamas!

1Source: nbcnews



LTE Coverage by Number of Providers - YE 2017/

+ LTE Coverage by Number of Providers YE 2017
# Numbers of LTE Providers by Census Block
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Cortez, CO, USA

Search result
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NETWORK NETWORK VERIFYING PROVIDERS'
QUALITY ACCESSIBILITY CLAIMS



Roadmap

==  Estimating Overload in LTE Networks (IMC 19)

e LTE basics
 Motivation
 Overload detection

* Quality of Experience on Mobile Broadband (ongoing)

* QoE on LTE
* Measurement campaigns



Long Term Evolution (LTE)

Packet GW
S-GW
HSS




Typical
solutions

Third Party Assessment

Ig':"\

Cooperation of telecom
providers

Active measurements
through multitudes of mobile
devices
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Research Question

Can we use off the shelf equipment to enable third party
assessment of cellular availability and network quality?

?




Estimating Overload

\/ Connection Accept

* Connection request:

® Connection Reject

* Key to reducing overload = Deny access

* eNodeBs (BS) broadcast “rejects”

UE eNodeB
CCCH: RRC Connection Request

_______>

CCCH: RRC Connection Reject

e ——

Channel Type RLC Mode

Transparent (Decodable from

CCCH .
passive capture)

Direction RRC Message

Connection Setup

Downlink . .
Connection Reject

Uplink Connection Request
Signaling Radio Bearers (SRBO)
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eNodeB

Connection Established

Request

Connection Rejected

X

Request

—

y

Barred
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* Quantify the number of reject and
request messages

* Non-intrusive, federally compliant

» Off-the-shelf equipment

L]

Linux box USRP LTE antenna

N
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Datasets

L e ] ot L O SERANAE i,
N R T 2 i O S S D et
T N A l

"I" . 'MOblle
Dataset Location Date # LTE frames il
duration

St. Patrick’s day parade (SPD)  Balboa Park, SD  3/16/2019 1.1 Million 76 minutes

Concert shamrock (CSR) Downtown SD 3/16/2019 1.7 Million 113 minutes verlzon\/

St. Patrick’s day parade .
baseline (SPD. base) Balboa Park, SD  3/26/2019 275K 65 minutes

Concert shamrock baseline
(CSR_base)

Downtown SD  3/26/2019 135K 60 minutes g.| AT&T
\\J
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# of Connection
Rejects

 Significantly more

rejects in SPD and CSR

e 8Xin SPD
* 15X in CSR

e Bin size: 30 seconds
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# Reject Messages
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# Reject Messages
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——— —
T-Mobile Verizon AT&T T-Mobile Verizon AT&T
(a) SPD (b) SPD_base
b 4
T-Mobile Verizon AT&T T-Mobile Verizon AT&T
(c) CSR (d) CSR_base
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P4 Phi = Rejects/Requests

Indicates the severity of overload

Bin size: 30 seconds

JH Phi (SPD, CSR) is
e consistently higher

Phi Measure

1.0

0.8

0.6

Phi (®)

0.4

0.2

0.0

1.0

0.8

0.6

Phi (®)

0.4

0.2

0.0

=

>

# Reject Messages
" # Request Messages

==

-—

T-Mobile Verizon AT&T
(a) SPD

T-Mobile

Verizon AT&T
(b) SPD_base

% -
T-Mobile Verizon AT&T T-Mobile Verizon AT&T
(c) CSR (d) CSR_base




1.0/ [— T-Mobile =T
—— Verizon
0.8 AT&T . .
waltTime
o
04
0.2 e waitTime: Back-off time before
reconnection attempt
0 5 10 15 0 5 10 15
waitTime (seconds) waitTime (seconds) . . . .
@ SPD (5) SPD. base e Contained within every reject message
0 — — e Part of overload mitigation scheme
o * Longer waitTime in SPD, CSR
, 0.6
3]
04
0.2
0 5 10 15 0 5 10 15
waitTime (seconds) waitTime (seconds)
(c) CSR (d) CSR_base
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Omega
Measure

Contained in SIB1 messages

cellBarred flag: UE is not allowed to camp on a
particular cell

# cellBarred signals

d —
S # SIB1 messages

20% increase in SPD, CSR

Positive correlation between

Omega and overload

1.0

0: # cellBarred Signals
0.8 " #SIB1 Messages
c o6 ' .
E .
0.2
0.0 . :
T-Mobile Verizon AT&T T-Mobile Verizon AT&T
(a) SPD (b) SPD_base
1.0
0.8
coe| i
—_— ——
0.2 |

T-Mobile Verizon AT&T
(c) CSR

T-Mobile Verizon AT&T
(d) CSR_base
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Takeaway

We develop a third-party network assessment system to estimate overload that is:

Uses low-cost,
Scalable off-the-shelf
equipment

Operator
agnostic




Roadmap

 Estimating Overload in LTE Networks (IMC ‘19)

e LTE basics
 Motivation
 Overload detection

== « Quality of Experience on Mobile Broadband (ongoing)

* QoE on LTE
* Measurement campaigns
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Quality of Experience

o o

[SST17]
[Gup+19]
[MINA17]
Three quarters of Drawbacks:
. Domain filled with Limited scope -
global traffic is . Scalability
prior work Platform dependency

video
25



Vantage
Points

t A 1 I
Data to be sent Wireless network Base station End-user device User

(
((# ( -..
Scheduler e //,P-% * et

0': (i) Passive end-user device :0

/‘\/—\/\

P

Perspective from within

the network
0: (i) Active end-user device/passive user :0

DiscernO ble inSig h.l.s " (iii) Active end-user device/active user ﬂ
é Data path QoE inputs from the end-user device {msnnnn
a bOUT The neTWOH( STOTe \=) QoE inputs available on the network side QoE inputs from the user €= = -

Taken from Sousa et al. [SQR19]

But which one to choose?
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s that enough...?

Not always.

Design Philosophy

Responsiveness o T U G

Accuracy

O Delay in system’s
reaction
Accuracy

How representative

the metrics are



Wireless
Complexities

Relatively less exploration of vantage points in cellular networks

Peeking over cellular “walled garden” is difficult

Overload -> Congestion -> QoE degradation: Passive measurements!
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Research Question

Can over the air passive measurements be used to estimate
the quality of experience at the user end?

?




Measurement Campalgns



Tribal Lands — Southern California OO

31



()

Northwestern
New Mexico

e Extensive measurement
campaign

e Team of 4 PhD students

* Weeklong measurement
drive

Dataset
e Over 200 GB of packet traces

e ~ 1 million temporally varying
radio measurements




Tribal, Rural

Locatlons Non Tribal, Rural

Non-Tribal, Seml Urban

DATASET




YouTube (Video Streaming)
Radio

Measurements

Page Load Time

Skype (Video Telephony)

\4

RSRP (Signal Strength)

DATASET




Throughput

Packet Error Ratio

DATASET




Medford
Salt Lake City Cheyenne L I E C OVE l \ E
Redding
Fort Collins
Provo
Denver
Chico Reno
Carson
Sacramento = Colorado Springs
Santa Rosa Pueblo
Oakland Stockton
.
.
SanJose y ) B
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F 4
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R S ) 2665 miles driven
S s 4 major telecom operators

Over 200,000 “ground truth”

Mexicali
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atapoints
Esnada Heroica .
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Nogales Ciudad Juarez an Angelo
Agua Prieta
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-ield work is challenging
out quite rewarding.
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